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1. Title
IGF Dynamic Coalition on Voluntary Public Alerting (DC-VPA)

2. Background and Rationale
Public alerting systems are experiencing significant technological change.

Governments and public authorities increasingly publish official public alerts in the international
standard, machine-readable format Common Alerting Protocol (CAP). These official CAP alerts
can be accessed and republished through the Internet in near-real time. At the same time,
people increasingly depend on Internet-based services—including web browsers, online
streaming, social media, Al assistants, mapping services, applications and satellite
connectivity—for information and communication.

The worldwide availability of CAP alerts on the Internet is enabling a growing trend: private-
sector and civil-society actors voluntarily extend the reach of official public alerts to people who
use their services. Herein, this is called Voluntary Public Alerting (VPA).

VPA complements regulated public alerting systems. A VPA provider need not have formal
arrangements with alerting authorities once official alerts are freely published. The VPA provider
accesses official CAP alerts from an authoritative source, determines whether the alerting area
applies to its users, and voluntarily presents or delivers the official public alert through its
service. In doing so, the VPA provider is not the authority responsible for issuing the alert.

VPA is already in practice through a diverse range of services and technologies, including:

e Google Public Alerts: Presents official CAP alerts through Google services and
surfaces worldwide.

o Esri: Republishes official CAP alerts from the Alert-Hub.Org source on Esri servers as a
Geographic Information System (GIS) layer that is easily accessed by any GIS.

« Commercial weather and information services: AccuWeather, The Weather
Company, meteoblue, Windy.com and Microsoft, incorporate official CAP alerts from
National Meteorological and Hydrological Services into their services.

o The Federation for Internet Alerts: Uses Internet advertising real-time-bidding
technology to insert CAP alerts as web page area overlays to people in affected areas.

o Digital Signage: Voluntary display of official public alerts through highway billboards
such as the service provided by Lamar Advertising in the United States.

e Low-cost Broadcast Gateways: Raspberry-Pi-based systems that monitor official CAP
feeds and automatically trigger announcements on over-the-air radio and television,
including translation into local languages.

e Connected Home Devices: Smart speakers that receive CAP alerts and generate
spoken announcements.

o Global Navigation Satellite Systems: Systems such as Europe's Galileo that can
transmit CAP alerts directly to devices.



These implementations differ considerably, but share the basic characteristic that a voluntary
service extends the reach of an official public alert.

The emergence of VPA raises important Internet-governance questions regarding data integrity,
network resilience, trust, and inclusion. Yet these issues have not, to date, been the primary
focus of a broad multistakeholder Internet-governance forum. The IGF provides a natural
environment for bringing these communities together to examine how existing Internet
governance principles, practices, and institutions apply to this evolving development.

3. The Emerging Internet-Governance Question

The central question for the DC-VPA will be:

What principles, practices and governance considerations are relevant when Internet
services voluntarily extend the reach of official public alerts?

The question arises at the intersection of public alerting and the Internet. A single official public
alert may move from an authoritative public agency through Internet infrastructure to many
independent services, each with different technologies, responsibilities and users.

The DC-VPA will provide a forum to examine this situation, fully recognizing the roles of official
alerting authorities and avoiding unnecessary obligations on voluntary services.

4. Scope and Areas of Work
The DC-VPA will structure its work around five key areas:

Authority, Provenance and Authenticity — How voluntary republishers should clearly identify
the issuing authority and faithfully present the official public alert, including its source,
geographic and temporal scope, and authenticity.

Geographic Targeting and Timeliness — How Internet services at global scale should
determine whether an official public alert applies to a particular user while protecting geolocation
privacy, as well as handling latency, expirations, updates, and cancellations.

Interoperability and Technical Implementation — Practices that enable official public alerts
to move reliably among public authorities and VPA services, including Internet publication and
subscription mechanisms, persistent alert identifiers, geospatial filtering, and appropriate
security and authentication mechanisms.

Accessibility and Inclusion — How VPA can contribute to equitable access for people with
disabilities, older persons, people with limited connectivity, people using different languages,
and communities poorly served by conventional public alerting channels.

Policy, Public-interest and Legal Considerations — The respective roles and responsibilities
of public authorities and voluntary disseminators; public-interest responsibilities, trust and
accountability; intellectual-property and licensing; and applicable legal or regulatory frameworks.

5. Why the IGF?

Traditional public-alerting governance is largely organized around governments, public alerting
authorities, broadcasters, telecommunications operators and disaster-management institutions.
VPA calls attention to the increasingly important role of Internet services that are not traditionally
part of public alerting infrastructures.



The IGF can bring together the relevant Internet, telecommunications, technical, geospatial,
artificial-intelligence, civil-society, accessibility and public-sector communities.

The purpose of the DC-VPA is not to create new Internet governance or to establish a new
regulatory framework. Rather, it will provide a multistakeholder forum to examine how existing
Internet governance principles apply to VPA in practice, and where the experience of VPA may
illuminate issues of broader relevance to the Internet community. The DC-VPA will complement,
rather than duplicate, organizations whose primary mandates concern particular types of hazard
threats, telecommunications, disaster risk reduction, emergency management, or standards.

6. Guiding Principles
The DC-VPA will be guided by the following principles:

Official authority remains with the issuing authority. A VPA provider does not act as an
alerting authority merely by republishing an official CAP alert.

Voluntary participation. VPA does not create a regulatory obligation for private sector or civil
society services to disseminate public alerts.

Clarity of source and key facts. The issuing authority and the key facts in the official public
alert must remain clear when the alerts are presented through VPA services.

Complementarity. VPA must complement regulated public-alerting channels rather than
replace or overshadow them.

Openness and interoperability. Open standards and interoperable mechanisms will be
favored.

Accessibility and inclusion. VPA seeks to make official public alerts accessible as broadly as
reasonably possible.

Respect for privacy. VPA must use privacy-preserving approaches to geographic targeting.

7. Multistakeholder Participation

The DC-VPA is open to all interested parties. The coalition will prioritize broad geographic
diversity, focusing on engaging countries and communities whose perspectives are traditionally
underrepresented in international technology policy discussions. To align with the IGF's
multistakeholder structure, the coalition will actively engage participants across distinct
stakeholder communities such as: Intergovernmental Organizations & Government Authorities;
Private Sector & Technical Community; Civil Society, Humanitarian & Academic Communities.
The Appendix to this document contains the list of Founding Participants.

.8. Working Methods and Initial Deliverable

The DC-VPA will operate as an open, collaborative, and consensus-oriented Dynamic Coalition,
with activities continuing between annual IGF meetings. Operations will be carried out via a free,
open-access mailing list ( discussion@igf-dc-vpa.org ), a Web page ( https://igf-dc-vpa.org ),
and virtual meetings, culminating in an annual open session at the IGF.



First Year Output: "Multistakeholder Framework for Voluntary Public Alerting"

During its first year, the coalition will develop a foundational guidance document. This
framework will serve as a non-binding blueprint addressing:

1. Core definitions and operational boundaries of VPA.

2. Best practices for maintaining source provenance and authenticity.

3. Approaches that enable Internet services to obtain and use official CAP alerts at scale
without requiring individual bilateral arrangements with each issuing authority.

4. Strategies for privacy-preserving geographic targeting.

5. Case studies of low-cost VPA in developing countries and underserved communities.

Additional outputs may include case studies, technical recommendations, and cross-border
interoperability surveys.

9. Openness and Transparency

The DC-VPA will operate in accordance with the principles and guidelines applicable to IGF
Dynamic Coalitions.

Participation is open to all interested parties. The coalition will maintain an open mailing list and
publicly accessible archives ( discussion@igf-dc-vpa.org ). Meetings, agendas, working
documents, and substantive outputs will be made publicly accessible to the extent appropriate.

The DC-VPA will ensure that its statements and substantive outputs reflect areas of agreement
as well as relevant minority or dissenting viewpoints.

10. Intended Contribution

The proposed DC-VPA is not intended to create another public alerting authority or operational
public-alerting network. Its purpose is to provide an Internet-governance forum for a rapidly
growing phenomenon: the voluntary dissemination of official public alerts through Internet
services on which people increasingly depend.

The coalition will examine how this development can strengthen the reach, resilience,
accessibility, and public value of existing official public-alerting systems while preserving the
authority of the organizations responsible for issuing those alerts.

Crucially, it will provide an opportunity for the broader Internet community to see how existing
governance principles apply when independent platforms step up to serve the public interest.

The fundamental premise is simple: when an official public alert is available on the Internet,
there is an opportunity for many independent services to help make that alert accessible to
people who may need it—without any of those services becoming the authority that issued it.
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